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ABSTRACT

Due to the impact of COVID-19, people are paying attention to convenience and health, and the use of IoT devices to
help them is increasing. In order to embed a lightweight security element in IoT devices that need to handle sensitive
information even with limited resources, the development of a lightweight S-box is essential. Until 2021, it was common to
develop a lightweight 4-bit S-box by a heuristic method, and to develop an extended structure or repeat the same operation
for a larger size lightweight S-box. However, in January 2022, a paper that proposed a heuristic algorithm to find an 8-bit
S-box with better differential uniformity and linearity than the S-box generated with an MISTY extended structure, although
non-bijective, was published [1]. The heuristic algorithm proposed in this paper generates an S-box by adding AND
operations one by one. Whenever an AND operation is added, they use a method that pre-removes the S-box for which the
calculated differential uniformity does not reach the desired criterion. In this paper, we improve the performance of this
heuristic algorithm. By increasing the amount of pre-removal using not only differential uniformity but also other differential
property, and adding a process of calculating linearity for pre-removing, it is possible to satisfy not only differential security
but also linear security.
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Table 2. The number of (S3*4,M7) with k=S8,
n=m=6, 6=2, A\=8.

#5% | #(s5,MY) #(54,M°)
This 1 4 401 1223 16 855 779
paper
(1) | 3401 | 23807 268 423 969

Table 3. Existed 6-bit S-box

Reference diff.erent.ial linearity #AND

of S-box uniformity gates
SPEEDY(8) 8 12 -
() 4 8 7
9 4 8 9
SC2000(10]) 4 8 -
2 (11) 2 8 9
Dillon’s(12) 2 8 -
FIDES(13) 2 8 -
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Table 4. 7-bit S-box Table b. Existed 8-bit S-box
Reference diflferent.ial linearity #AND Reference diff‘erent.ial linearity #AND
of S-box uniformity gates of S-box uniformity gates
This Paper 8 32 8 SKINNY(19] 64 64 8
WAGE(15) 8 20 - Fantomas(20) 16 32 11
9] 8 16 11 (n 8 32 10
(1) 4 16 10 AES(18] 4 16 32
MISTY(16) 2 -
KASUMI(17) 2 -
4.3 8-bit S-box

8-bit S-box¥ EE43F AES(18)% u]&3}e]
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